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Permissions, Security and Sharing for ANCS+ 8.0
For All Installation Options (SQL Server Express and SQL Server Standard Edition)

August 20, 2007
These instructions will assist you in troubleshooting network security and permissions that affect users' abilities to work in ANCS+ 8.0. 
Note:   You must have administrator rights on your computer to update security and permissions.  If your login account does not have these rights, please contact your IT staff member for assistance.

Sample symptoms affecting groups or individual users:
· No backup can be performed using the Re:discovery Data Backup feature

· Images cannot be added to records

· Reclassify and Sweep does not run

· Periodic WinUIHybridexe.exe errors

Resolving permissions, security, and sharing problems may require changes to settings for individual users or for groups. 

  
The Re:discovery login security profile is used to define specifically which program functions a user can access.  The three basic user profiles within Re:discovery ANCS+ are:
· Re:discovery ANCS+ Administrator – power users with full access to all functions including creating new directories, backup functions, and establishing Re:discovery logins. 
· Data Entry – general users with Data Entry rights, but without access to the administrative functions within Re:discovery like backups. 
· Public Search – users with only Public Search or Researcher rights for read-only access to the data. 

The following descriptions refer to the network folders and network logins not to the Re:discovery login.  The Re:discovery login can be more restrictive than those given to the network id, but the user’s network id must have at least the rights described below.  For example, a Re:discovery user with Administrator rights in the Re:discovery program cannot utilize all those functions unless the user’s network id has appropriate rights, as well.
Check in four places (three if there is no workstation installation involved) for the appropriate permissions and security for each user based on the user profiles described above.  The settings described below can be applied to individual users, existing Groups (such as Everyone or Users), or new Groups.
1. File Permissions (on the Server)
On the server, the file permissions for the installation require the following permissions on each individual folder, at a minimum.  To check the file permissions, navigate to the server's  \Rediscovery Software Inc\ folder (which could be in the server’s C:\Program Files or another drive or folder where you installed the program) then view the Properties, and go to the Security tab.
 
This chart lists the server’s folder and subfolder permissions required depending on the user’s security profile within the Re:discovery program.  
 
	Folder name
	Permissions by ANCS+ User Type
	 

	
	Public Search
	Data Entry 
	ANCS+ Administrator
	 

	
	
	
	
	 

	Rediscovery Version 8.0 
   or Rediscovery Version8.0 SQL
	 
	 
	Full
	 

	      Bin
	R
	R
	Full
	 

	      Data
	 
	R
	Full
	 

	      Docs
	R
	R
	Full
	 

	      Dictionaries
	 
	R
	Full
	 

	      FullImages
	 
	RWD
	Full
	 

	      Query Express
	 
	R
	Full
	 

	      Rediscovery Version 8.0 Workstation 
            Install
	 
	 
	Full
	 

	      RediscoveryForInternet
	R
	R
	Full
	 

	      Sweep
	 
	R
	Full
	 

	      Thumbnails
	 
	RWD
	Full
	 

	      Upgrade
	 
	R
	Full
	 

	      VisualRediscovery
	 
	RWD
	Full
	 

	      Connection.config file
	R
	R
	Full
	 


R = Read & Execute + List Folder Contents + Read, W = Write, D = Delete
 
 
2. File Permissions for the SQL User Account and the SQL Service Account Logon (on the server)

Also on the server, security for the SQL user account and SQL Service account control access to the data tables and must have sufficient rights and permissions.  To check the file permissions, navigate to the server's  \Rediscovery Software Inc\ folder (which could be in the server’s C:\Program Files or another drive or folder where you installed the program) then view the Properties, and go to the Security tab.
The Rediscovery Software Inc\Rediscovery Version8.0\ folder should have a user with a long name that starts with “SQLServer2005mssql.”  
 
For the stand-alone installation (Option 1 in the installation instructions), this SQL User is created automatically during the installation process and must exist on the server with full rights to the Rediscovery Software Inc.\Rediscovery Version 8.0\ folder.  
 
Or, for the SQL 2005 standard edition components installation (Option 2 in the installation instructions), the security permissions for the Rediscovery Version8.0 SQL folder must be assigned to either the “SQLServer2005…” user or to the Users group.   If you don't have the SQL user in the list, it will use the Users group permissions, in which case the Users group permissions must include all the rights necessary to perform its duties within the program.  Often the Users group only has read rights and the SQL user really needs full rights. For specific information about adding the SQL user to the share permissions, contact Re:discovery Technical Support.
 
In addition, for both installation options, the SQL Server service account logon must have Full Control for security permissions.  The service account is usually “System” and is usually already included in the security users and groups list.  If it has been removed, it must be added back.  To check which logon the service uses, go to Start-Control Panel-Administrative Tools-Services and locate the SQL Server (Version8) in the list.  The last column indicates the account the service uses to logon to the computer.  Contact Re:discovery for the " Version 8.0 SQL Service Account Permissions" white paper.
 
 

3. Share Permissions (on the server)

On the server, share permissions must be set to allow individual Users or Groups to access the share.  To check the share permissions, navigate to the shared drive or shared folder then view the Properties, go to the Sharing tab, and click the Permissions button.
 
The Everyone group is automatically given only Read rights for the share permissions, which are not sufficient to run Re:discovery.  If you do not want to give the Everyone group Full Control, then you’ll need to either create a new group or add each individual user that will be accessing Re:discovery to the share permissions with Full Control.  
 
In addition, you’ll need to add both the “SQLServer2005…” user and the SQL Server service account logon (usually System) to the share permissions with Full Control.  These were described in Step 2.  Contact Re:discovery for the "Version 8.0 SQL Service Account Permissions" white paper.

 
4. File Permissions (on the workstation)

On the workstations, the File Permissions must include at least the following permissions on each individual folder, at a minimum.  To check the workstation file permissions, navigate to the workstation's local \Rediscovery Software Inc\ folder (probably in the C:\Program Files\ folder) then view the Properties, and go to the Security tab.
 
This chart lists the workstation’s local folder and subfolder permissions required depending on the user’s security profile within the Re:discovery program.  
 
	Folder name
	Permissions by User Type
	 

	
	Public Search
	Data Entry
	ANCS+ Administrator
	 

	
	
	
	
	 

	Rediscovery Version 8.0
	R
	R
	Full
	 

	      Bin
	R
	RWD
	Full
	 

	      Dictionaries
	R
	R
	Full
	 

	      Docs
	R
	R
	Full
	 

	      Query Express
	 
	R
	Full
	 

	      RediscoveryForInternet
	R
	R
	Full
	 

	      Upgrade
	 
	R
	Full
	 

	      VisualRediscovery
	R
	RWD
	Full
	 


R = Read & Execute + List Folder Contents+ Read, W = Write, D = Delete
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