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Version 8.0 SQL Service Account Permissions
Error:

Cannot open backup device ‘D:\foldername’.  Operating system error 5(Access is denied).

(You’ll likely see this during the upgrade, Backup Data, and Create New Directory.)

Reason:

SQL uses the SQL Server (VERSION8) service account where Version 8.0 is installed to create databases regardless of how “you” are logged onto the computer.  If that service account is not listed in the sharing and security for the share location, then the database creation fails because it doesn’t have write access to the folder where the databases are created.

Sometimes when partitioned drives are created, some of the user accounts may not be listed in security and sharing or the ‘SYSTEM’ account may have been removed.

Solution:
First, check to see what account the service is using so that you know what account must be listed in sharing and security.  To do this, from the computer where Version 8 is installed:

1. Go to Start and choose Control Panel.
2. On Control Panel choose Administrative Tools
3. In the list of Administrative Tools, choose Services.  The following window will open.
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4. Scroll down and locate the SQL Server (VERSION8) line and check the “Log On As” column to see what account is being used.  It is preferred that you use the “Local System” account, but this is not required.  You can also have a different domain account indicated here or Network Service.  If another account is listed, it may be just as easy to change the account for the service back to Local System.
a. To change the account on the service, right click on the service and choose Properties.
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b. Go to the Log On tab and select the Local System Account option as shown above.

c. Click OK.  

d. You will have to restart the service for the change to take effect.  Right click on the service again and choose Restart.

5. Next, go to Windows Explorer and check the Share Permissions on the share (whatever that share might be – e.g., D: or D:\Apps, etc) to see if the account listed in services is also included in the Share Permissions.  For “Local System” the user name will be ‘SYSTEM’.  If it is listed or if “Everyone” is the only entry, make sure that the permissions are set with full control.  If the account is not listed and the “Everyone” option has been removed, then you will have to add the service account to the list.
a. To add the account, click the Add button in the share permissions window.
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b. Click the Locations button and select the local machine (which is usually listed at the top).  If the account being used in the service is on a domain, then you should choose the domain name here instead of the local machine.

c. In the “Enter the object names to select” box, type:  SYSTEM 
(or the account name used by the SQL service from step 4 above).

d. Click OK.  Make sure to give the account Full Control as shown below. 
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e. Click OK again to close the permissions window.
6. Also in Windows Explorer, check the security permissions on the Rediscovery Version8.0 folder (or the shared folder) and make sure that the service account (‘SYSTEM’ or domain account used by the service) is also listed in security.  This should also have Full Control as shown below.
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7. If ‘SYSTEM’ or the service account used is not listed in the Group or user names box, then you will need to add it here as well.  Follow steps 5a-d above to add the account and give it Full Control.
8. Click OK when finished to close the Properties window.
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